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???????????????????????????????????? FQDN (Fully Quali¯ed Domain
Name) ????? VGW (VPN Gateway) ???????????????????????????????
???????????????????????????? ICMP???????????????????
































































































































































??DNS Proxy ? vpn.ex.example.com ? SRV
????? DNS1??????
3. DNS Proxy ??SRV ??????????
VGW1??? (????)????????DNS
Proxy ? S1 ? FQDN???????????
??????????????????????
VGW1???? VPN????????









5. VGW1 ?? VPN ???????? VGW2 ??
VGW1??????? S1? FQDN?????











? VGW1 ????? S1 ? IP ????? DNS
Proxy??????








? www.osaka-cu.ac.jp ?? DNS ????????




















































? Server?? TCP SYN? TCP ACK??????




?????????Server ?? TCP SYN+ACK ?
????????TCP?????????TCP??
???????? Server?????????????
2DNS ???????? BIND4.9 ?? 8.2 ????????
??? 75 ??BIND8.2.1 ?????????? 15 ???? [6]?




























































² ???? IP????? a.b.c.d??????DNS
????VGW?????? d.c.b.a.in-addr.arpa
? TXT????????????











? S1? FQDN?? A????????????
2. DNS Proxy? Program???? DNS????
??????Program???? DNS?????
??? S1? FQDN? A????? DNS1??
????
3. DNS1 ? DNS Proxy ??????????
FQDN? A????????






















?? DNS Proxy??? VPN????? VGW2
???????
6
8. VGW1 ?? VPN ???????? VGW2 ??














9. DNS Proxy ? S1 ? IP ????? Program ?
???


























? IP ???????? ICMP ??????????
ICMP???????????????DNS Proxy?












????? A ? VGW2 ????????????







?????VGW1? Server ? ICMP???????
?????VGW1?? Server ???????????






































1. C1?????? (???Program)? S1????
??????
2. Program??????????C1? S1????
??? Router1 ?? ICMP ?????????
?????????VPN Agent ? C1 ? ICMP
??????????????????????
????ICMP???????????????












? S1? IP????????????DNS Proxy
??? VPN????? VGW2???????































































1. C1?????? (???Program)? S1????
??????
2. Router1 ??C1?? S1???????????
VGW1???????? ICMP???????
?????? C1??????




???VPN Agent? S1? IP????????
?? VGW1????VGW1???? VPN??
??????
























????? 4.4.3? 1????????????? IP
???????????????




























































3. C1? OS? SYN??????????? TCP
??????????????????????




?? IP???? (???S1.IP)?????? (?
??S1.Port)???????? (???Seq)??
???? VGW1????VPN????????
4. VGW1? VPN Agent?? VPN???????
??C1.IP?C1.Port?S1.IP?S1.Port?Seq??
??????????VGW1? SYN?????
?? TCP ????? S1 ??????????
TCP??????????????????
















5. Router2 ? SYN ????????? TCP ??
?????????FIN ??????? TCP








6. VGW2 ? VGW1 ?? C1.IP?C1.Port?S1.IP?
S1.Port?Seq????????????
² ??? IP????? VGW2??????












VGW2? S1?? SYN???? ACK????
??? TCP??????????SYN????









7. VGW2? S1??????? SYN????ACK
???????TCP??????? IP????
(IPb)? VGW1??????? C1.IP????
? VGW1????? VPN Agent????VPN
Agent? VGW2?? SYN????ACK???
???? TCP????? Program????


















{ ????? TCP SYN???? TCP ACK
????????????????VPN?
???? IPa??????????????


































² ????????????? tb ????
² VPN????????? tc ????




1. C1???? DNS???? SRV???????
?? (ta)?
2. C1???? DNS????? SRV??????
?????? (ta)?
3. C1?VGWi(???? i = 1???)?VPN??
??????????VPN??????? (ta)?
4. VGWi???? DNS???? SRV?????
???? (tb)?




7. 4?6 ? (n¡ 1)??????




10. VGWn???? DNS???? A??????
??? (tb)?
11. VGWn???? DNS????? A?????
??????? (tb)?
12. VGWn? C1? VPN????? (tc)?
13. VGWn ? C1 ? S1 ? A ??????? (ta +
tbn¡ 1))?








1. C1???? DNS???? A????????
? (ta)?
2. C1???? DNS????? A???????
????? (ta)?
3. C1? S1? ICMP?????????? (ta)?















10. VGWi? S1? ICMP?????????? (tb)?
11. VGWi? S1??????????? ICMP??
??????????????? (tb)?
12. VGWi????? ICMP???????????
????? IP?????? VGW(i+ 1)???
???????? DNS???? TXT????
????? (tb)?




15. 8?14 ? (n¡ 1)??????
16. VGWn???? DNS???? A??????
??? (tb)?
17. VGWn???? DNS????? A?????
??????? (tb)?
18. VGWn?S1? ICMP?????????? (tb)?
19. VGWn? S1?? ICMP??????????
(tb)?
20. VGWn? C1? VPN????? (tc)?
21. VGWn ? C1 ? S1 ? A ??????? (ta +
tb(n¡ 1))?
22. C1? S1?TCP??????????? (3(ta+
tbn))?
ICMP? 1????????(3tb)n+8ta¡4tb+tc+




1. C1???? DNS???? A????????
? (ta)?
2. C1???? DNS????? A???????
????? (ta)?
3. C1? S1? TCP SYN????? (ta)?












8. VGWi? S1? ICMP?????????? (tb)?
9. VGWi? S1??????????? ICMP??
??????????????? (tb)?
10. VGWi????? ICMP???????????
????? IP?????? VGW(i+ 1)???
???????? DNS???? TXT????
????? (tb)?




13. 8?12 ? (n¡ 1)??????
14. VGWn?S1? ICMP?????????? (tb)?
15. VGWn? S1?? ICMP??????????
(tb)?
16. VGWn? C1? VPN????? (tc)?
17. C1? S1?TCP??????????? (3(ta+
tbn))?
ICMP? 2????????(5tb)n+7ta¡3tb+tc+




1. C1???? DNS???? A????????
? (ta)?
2. C1???? DNS????? A???????
????? (ta)?
3. C1? S1? TCP SYN????? (ta)?
4. C1? S1??????????? VGWi(???
??i = 1???)??? (????)??????
ICMP????????????????? (ta)?
5. C1 ? VGWi ? VPN ????????????
VPN??????? (ta)?






9. 6?8 ? (n¡ 1)??????
10. VGWn?S1? ICMP?????????? (tb)?
11. VGWn? S1?? ICMP??????????
(tb)?
12. VGWn? C1? VPN????? (tc)?
13. C1? S1?TCP??????????? (3(ta+
tbn))?
ICMP? 3????????(3tb)n+5ta¡ tb+ tc+




1. C1???? DNS???? A????????
? (ta)?
2. C1???? DNS????? A???????
????? (ta)?
3. C1? S1? TCP SYN????? (ta)?
4. C1? S1??????????? VGWi(???
??i = 1???)??? (????)?????
? TCP FIN????? (ta)?
5. C1 ? VGWi ? VPN ????????????
VPN??????? (ta)?







DNS? (4tb)n+ 4ta + tc 3(ta + tbn)
ICMP? 1 (8tb)n+ 8ta ¡ 4tb + tc 3(ta + tbn)
ICMP? 2 (5tb)n+ 7ta ¡ 3tb + tc 3(ta + tbn)
ICMP? 3 (3tb)n+ 5ta ¡ tb + tc 3(ta + tbn)
TCP? (2tb)n+ 4ta + tc 3(ta + tbn)
8. VGWi?VGW(i+1)?VPN????????
????VPN??????? (tb)?
9. 6?8 ? (n¡ 1)??????
10. VGWn? S1? TCP SYN????? (tb)?
11. VGWn ? S1 ?? TCP SYN,ACK ?????
(tb)?
12. VGWn? C1? VPN????? (tc)?
13. VGWn? VPN???? S1?????? TCP
SYN,ACK? C1????? (ta + tb(n¡ 1))?
















?? 5 ????????? IP??????????
??????











ICMP? 1 - -
p p
- -
ICMP? 2 - -
p p p
-
ICMP? 3 - -
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